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SCREEN SHARING SCAM
CYBER JAAGROOKTA DIWAS - 03.04.2024

What is Screen Sharing/Remote Access Scam ?
It is a new way for scammers to gain access to your personal data and
financial information.
Modus Operandi Used By Scammers
Scammers Calls and pretend to be from the Bank or any financial
institution.
Scammer convinces the user to download a remote access/screen
sharing application on there Mobile or Laptop.
As soon as the user starts using the application scammer gets full
control of the device and access to personal data.

How To Be Safe From Screen Sharing/Remote Access Scam ?

v Never install any remote access/screen sharing application on advice
of stranger. Bank never asks to install any such applications.

v Do not respond to any calls/emails/SMSs asking you to install any
such applications.
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Be Alert, Stay Safe , Cyber Safe !!!
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